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CHAPTERI Introduction

We are drowning in information, while starving for wisdom. E.O. Wilson, 1929

February 20th, 2020: an ocean liner with 8,000 passengers and crew transits the

Mediterranean Sea. While passengers are busy with their leisure activities, the ship is

subject to a "digital hostage-taking". The shipowner's crisis cell is activated, the highest

authorities of the State are noti�ed: the captain can no longer maneuver and all the screens

of the bridge and the machine's control room display an unequivocal message: the owner

must pay a high ransom or the ship will run aground on the coast at full speed. Is it the

screenplay from a bad Hollywood movie? Perhaps. An already occured incident? We will

probably never know. A feared event present in the risk analyses of these ships? We hope

so.

In France, maritime transportation is one of the sectors of activity of vital importance

(SAIV) 1. Over the past few years, the improvement of the cybersecurity level in sectors

of vital importance appears noticeable, following the regulatory work of theSecrétariat

Général de la Défense et de la Sécurité nationale (SGDSN)and more particularly the dy-

namism of the French National Security Agency (Agence Nationale de la Sécurité des Sys-

tèmes d'Information (ANSSI)). From now on, processes exist to ensure the reporting of a

maritime cyber event within the framework of theCoopération Navale Volontaire (CNV)2.

However, several studies agree to underline that the level of cybersecurity of the maritime

sector remains insu�cient [DiR15, Tam19]. This observation, shared by French, European

and international cybersecurity players, challenged us.

Due to the lower cost of transport it o�ers, the maritime sector is the world's leading

1http://circulaire.legifrance.gouv.fr/pdf/2014/01/cir_37828.pdf
2Read in particular http://www.sgdsn.gouv.fr/uploads/2018/08/20180627-instruction-inter

ministerielle-nxx-230-surete-maritime-portuaire.pdf and http://www.sgdsn.gouv.fr/uploads/
2019/05/20190429-sgdsn-iim-165-cooperation-navale-volunteer-vf.pdf
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mode of transport for consumer goods: thus, in 2019, it accounted for more than 4/5th of

freight tra�c worldwide in volume [SHJ + 19]. Cyber vulnerabilities exploited by attackers

could compromise entire sectors of the economy by causing denial of access to many raw

or manufactured materials. This observation has strongly motivated all of our work: we

have therefore focused our research e�orts on the design of models and solutions enabling to

practically improve the detection and analysis of cyber events in the maritime environment

and strengthen maritime security as a whole.

Context of the study

With the digital technology revolution, the maritime sector has been experiencing,

for the past ten years, a deep and long-term transformation of ships, port infrastructures,

equipment and operating processes. The sector is changing like other sectors before it, but

at its own slower pace, linked to the long life cycle of parts of ships and port infrastructures.

If the bridge of older ships still retain a mix of physical switches, buttons, analog screens

and computers, recent port infrastructures and new ship constructions are already much

more digitized and the �rst sea trials of autonomous ships have become a reality [Lev17].

This major development is also found in the military naval sector. In a modern navy, no

large-scale operation could now be carried out without the use of digital technology. As

a strategic advantage for intelligence and anticipation, deterrence, protection, prevention

and intervention, digital technology has tremendously increased the capacities of our armed

forces.

The maritime information systems enabling these digitized processes present a large

attack surface, in particular due of their interconnection, and are equally well exposed to

attacks originating from sources of threats linked to cybercrime or to state-level actors.

Sometimes poorly designed and/or exploited, weakened by the vulnerable nature of software

solutions, maritime systems can su�er from organizational, environmental, human, techno-

logical or technical weaknesses. When these vulnerabilities are combined and exploited by

malicious people or by accident, the functioning of information systems and facilities can be

directly a�ected. The spectrum of consequences is vast, from a simple mild viral infection

to cyber physical, environmental, human impacts, to the destruction of facilities, or even to

the compromise of the conduct of military actions.

Cybersecurity tools are gradually being deployed within certain maritime information
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systems. They are based on three pillars: cyber protection, cyber defense and cyber re-

silience. Cyber protection corresponds to organizational and technical in-depth defense

measures which make it possible to reinforce a system during the design and operation

phases, to guarantee a high level of security. Cyber defense brings together all the means

that make it possible to ensure the detection and response to a cybersecurity event3. Cyber

resilience provides the means of patch management processes, to provide regular updating

capabilities, �xing system vulnerabilities and, in �ne , continuity and recovery of activity

in the event of a cybersecurity event. If the contribution of this thesis focuses primarily

on cyber defense, part of the research �ndings and information obtained can contribute to

improve the cyber protection and cyber resilience of maritime systems. They can also be

extrapolated to serve other �elds of employment, such as autonomous vehicles or connected

objects. The signi�cant improvements in the collect, analysis and understanding of cyber

events provided by our model also makes it possible to respond to other �elds of anomaly

detection, such as the premature wear and tear of cyber physical installations, or to uncover

the value of operational data, locally or remotely.

Theoretical framework of the research

The di�culties to implement traditional cyber security measures on board ships and

maritime infrastructures mostly �nd their origins in three issues speci�c to this environment.

The �rst is linked to the very long life cycle of ships. A ship or an industrial system present

on a port infrastructure is designed to be operated for several decades, with a possible over-

haul at mid-life. This long time scale clashes with the daily operational reality to optimize

the operation of the ship, but also with its design phase which cannot be delayed, under

penalty of signi�cant economic consequences. The multiplicity of players (shipyards, opera-

tors, maintenance sta�, etc.) also complicates the optimization of this life cycle. In a highly

dynamic cyberspace, with a daily evolution of threats and vulnerabilities, the obsolescence of

systems is therefore a reality with which we must learn to live. It is thus often impossible to

update and secure all the systems to face threats: it is necessary to identify other solutions

to protect them. The second problem is linked to the integration of heterogeneous maritime

systems and their necessary interconnection for operational use: the ship is a system of com-

plex systems. Acquiring a global and exhaustive vision of its systems from the design stage

3By cybersecurity event, we mean an unexpected and non-compliant situation in cyberspace, voluntary
or involuntary, which could have an impact on the operation or integrity of the system, the data it contains
or the installations it operates.
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throughout the ship life cycle is a wise process[For13]. Classic cyber protection solutions are

also di�cult to adapt to the particularly constrained environment of maritime information

systems, because their design does not take into account their peculiarities. Finally, except

in very few cases, no specialist in IT, network and even less in cyber defense is embarked

on board a ship. The maritime sector is, therefore, faced with a multitude of obstacles,

organizational and technological, endogenous and exogenous, hampering the integration of

e�ective cyber security measures on board increasingly complex and digitized ships.

No solution can be considered as perfect, due to lasting, structural and sometimes

exogenous di�culties: it is therefore unreasonable to hypothesize that, one day, the ship will

be less digitized or that cyber experts will be present on board all ships on a permanent

basis. As part of this thesis, while deliberately following a holistic approach, we wanted to

focus on the detection, collection, analysis and understanding of cyber events in a maritime

context. This capacity could indeed make it possible to anticipate, detect quickly and provide

an understanding and a response to the sequence of events to avoid the potential disaster

scenario presented at the beginning of the introduction. Indeed, while work has already been

carried out or is continuing on subjects related to cyber protection or resilience of information

systems, the centralization of cyber defense events in a maritime context for the purposes of

detection remains an area of concern where research is still underdeveloped for the moment.

This thesis, which focuses on the challenges of maritime cyber defense, provides a proven

response in the �eld which has been the subject of several publications at international

conferences. By implementing cyber monitoring of maritime information systems, real-time

threat detection and risk assessment take a practical dimension, facilitating the defense and

processing of cyber events and improving overall maritime security.

Research questions

In the maritime context, the research problem that motivates this thesis is above all to

improve the quality and speed of detection, understanding and reaction to a cyber threat.

To answer this problem, three research questions were identi�ed to support this thesis.

1. RQ1: Collection architecture and modeling: what are the processes to be designed,

developed and implemented to enable anomaly detection on remote and heterogeneous

systems which have constrained telecommunications circuits? What global modeling

could be used to create knowledge from the data collected? The �rst objective pursued
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in this thesis will be to demonstrate that the concept of situational awareness applied

to maritime cybersecurity makes it possible to respond to these challenges. Our work

will also aim to attest that the obstacles linked to the collection, standardization, fusion

and visualization of multi-sensor data can be solved.

2. RQ2: Analysis and representation of data: what are the achievable methods of pro-

cessing, analysis and presentation of data to have a relevant and understandable visu-

alization of the situation of a �eet of vessels for the purposes of monitoring, projection,

sharing and decision support? Faced with the high volume of data collected by multiple

sensors, our work must identify the relevant visualization and analysis tools in order to

have an overall understanding of the context to facilitate human decision-making.

3. RQ3: Detection of anomalies in a maritime context: the maritime world uses protocols

that are sometimes not secure by design, not scalable and vulnerable to a multitude of

attacks. How can anomalies be detected in this context? We propose to apply detec-

tion technologies to a maritime-speci�c systems and standards and to present detection

information in a simpli�ed manner to their operators.

Adopted approach and contributions of the thesis

As part of the �rst research question on collection architecture and modeling, we focused

our work on the notion of situation: a man who faces events, circumstances and relations

between objects �nds himself facing a situation. Research related to the perception, under-

standing and projection of the situation made it possible to retain the concept of Situational

Awareness (SA), already used in other �elds of research and application. We used this work

to de�ne the concept of Maritime Cyber Situational Awareness (MCSA). First of all, we

have precisely modeled the di�erent processes that lead to the state of knowledge that al-

lows the MCSA. Subsequently, based of the information needed for the development of these

processes, we have de�ned an architecture tailored for the maritime world in order to ensure

a proper on-board collection and data transfer ashore. In order to evaluate our work, we

directly participated in the creation of an experimental platform, one of the objectives of

which was to integrate the speci�c characteristics of the environment, such as the constraints

linked to satellite connections or the variety of embedded systems. Finally, to allow adequate

decision-making, this information must show a high level of quality, based on several criteria

that we have also precisely de�ned. The concept of MCSA for the maritime sector and
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ships of the future has been the subject of several articles and publications in international

journals and conferences.

To answer the second research question on data analysis and representation, we worked

on the anomaly detection techniques in a maritime context, the understanding of the attack

path and the contribution to remediation, by helping the user visualizing and understanding

the events in their context. Our research work has in particular provided answers on the

necessary evolution on network sensors to allow the realisation of dynamic graphs. We have

also developed dynamic and contextual dashboards, making it possible to display tactical sit-

uations according to several dimensions, meeting the needs of the operators and the expected

level of abstraction. The mapping and identi�cation of dynamic attack paths in a context of

real-time massive data processing represent important contributions for the �eld of research.

This work has been the subject of several scienti�c publications and improvements to the

source code of sensors.

Finally, the third research question related to anomaly detection in the maritime context

allowed us to de�ne a real-time detection architecture on speci�c systems and protocols. We

were able to identify and demonstrate the weaknesses of certain standards used on board

ships. We designed, experimented or directly contributed to an advanced system o�ering

operator-level detection and alerting capabilities.

The commitment of the various actors solicited within the framework of this thesis

and a favorable context allowed us to validate all of these contributions by carrying out an

operational implementation of our work on a dedicated and realistic architecture: the Naval

Cyber Range of the French Naval Academy, developed in parallel with this thesis. The

particularly valuable experience feedback was essential for us to validate our methodology,

our proposals and verify the conformity and reality of our contributions. In fact, in parallel

with the creation of the Naval Cyber Range, we have implemented a global cyber monitoring

architecture similar to what could be deployed on board a ship and in a shore center to ensure

the cybersecurity of a ship or a �eet of ships. The instrumentation of the Naval Cyber Range

as a prototype allowed us, on the one hand, to generate cybersecurity metadata and collect

them in order to carry out our quality measurements. On the other hand, it enabled to carry

out our work on analysis, visualization and anomaly detection on maritime systems in order

to verify the conformity of our research work in a very realistic manner.

The research �elds treated in the framework of our work are summarized in �gure I.1.
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Figure I.1: Research �elds of the present thesis (source: personal work).

Plan of the manuscript

The manuscript is composed of �ve chapters (�gure I.2).

After having drawn up a brief state of the art of the maritime world, its information

systems and their cybersecurity in Chapter 2, we will describe in Chapter 3 the hard points

encountered in the design of a maritime cyber monitoring architecture, as well as that the

contributions of our work to model an architecture which meets the various constraints. In

Chapter 4, we will detail the results obtained on an experimental platform and identify the

means necessary for the analysis and contextual presentation of data as a decision aid, as well

as the contributions identi�ed in the �eld of data visualization for a maritime cyber security

center. Finally, we will present our work and results relating to the anomaly detection in the

maritime context. In Chapter 5, the conclusion will sum up the contribution of our research

work on the identi�ed scienti�c obstacles and will open to several research perspectives, in

particular on ships and more generally, on autonomous vehicles and on the applicability of

our work to other constrained �elds, such as the Internet of Things.
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Figure I.2: Description of the relations between the chapters of the manuscript of the present
thesis (source: own work).



CHAPTERII On maritime cybersecurity

In this chapter, we recall the main characteristics of the civil and military maritime

sector and the reasons for its strategic importance for France. The digital transformation

of the sector is then detailed, specifying the origins of this transformation and explaining

the use of maritime information systems. Then, the peculiarities of maritime information

systems are identi�ed and some prospects for short and medium term developments drawn

up. Finally, we list the vulnerabilities and risks of the domain.

II.1 The strategic importance of the maritime sector in

France

After having painted a portrait of the global maritime sector in its geographical and

geopolitical aspects, we will approach the speci�c aspects of the maritime sector in France,

under both civilian and military aspects.

II.1.1 The maritime world

Oceans cover 71% of the earth's surface. Historically, humans have exploited them

for the transport of goods and passengers, but also for �shing activities and oil and gas

production. The use of maritime capacities for the transport of large quantities of goods

constitutes an e�cient and economical means. This is one of the reasons why 90% of the

volume of freight tra�c uses the sea route [oS]. To further reduce the cost of this mode of

transport, the maritime sector designs and then operates ever larger vessels. For example, the

largest container ships built today are capable of carrying over 23,000 containers [Ins]. The

�gure II.1 shows the evolution of the tonnage of ships over the last thirty years. The increase
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in overall tonnage over recent years is particularly signi�cant. Thus, a recent study by the

Organisation for Economic Co-operation and Development (OECD) indicates remarkable

increases in tonnages over the period 1996 to 2015, in particular for container ships (+80%),

bulk carriers (+60%) and passenger ships (+30%) [Mer15].

Figure II.1: Evolution of the number (left) and of the gross tonnage (right) of ships on
the 1993-2019 period (source :Lloyd's Register Foundation, © Lloyd's Register Foundation
2018. All rights reserved).

While transatlantic passenger transport declined with the boom in the aviation sector

in the 1960s, maritime passenger transport gained a new lease of life with the development

of cruises. Here too, the race for gigantism is essential, with ships that can accommodate

up to 9,000 people on board, passengers and crew members [Cen]. The �gure II.2 o�ers a

comparison of dimensions between an Airbus A380 and a few ships of remarkable sizes: the

nuclear aircraft carrier "Charles de Gaulle", the transatlantic ocean liner "Queen Mary 2"

and the container ship "Antoine de Saint Exupéry" of CMA/CGM1.

Fisheries, oil and gas resources are essential to our daily life. 90% of the quantity of

crude oil, essential to the needs of France, transits by sea and France also depends on the

sea for the transport of many strategic raw materials. In the years and decades to come,

the gradual depletion of certain resources and competition in access to raw materials will

lead to ever greater geopolitical tensions, including at Europe's maritime borders. Maritime

1Respectively commissioned in 2007, 2001, 2004 and 2018
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Figure II.2: Relative dimensions of modern ships (source: CMA/CGM, infography: Le
Figaro, © Service Infographie / le�garo.fr / 09/06/2018, reproduced with their kind autho-
rization).

transport could therefore represent a prime target and acts of piracy increase, whether

political, economic or terrorist.

Finally, the maritime sector contributes directly to the daily use of digital technology:

95% of international Internet and phone communications pass through submarine cables.

With the explosion in the number of terminals, especially mobile ones, and the development

of the Internet of Things and cloud computing, the volume of data passing through the

Internet is constantly increasing, causing countries to really depend on the submarine cables

[Bla18]. The loss of essential services and the impossibility of exchanging data following the

break of one of these cables would therefore have major impacts on the economy and the

functioning of a country and would generate signi�cant geopolitical tension [Cla16].

The maritime sector has virtually always known acts of piracy. Novels and history

books are teeming with tales of maritime piracy, sometimes even mandated by the state.
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If we talk less about it today, piracy remains a daily reality for many sailors. Maritime

routes are well known, as are the existence of vital straits and canals. The �gure II.3

thus shows that the Panama or Suez Canal, the Straits of Hormuz, Bab el Mandab and

Malacca are essential access routes for the transport of minerals for many countries including

France. Maintaining free access to sea lanes and straits therefore represents a major stake

for the economies which depend on them [dS16]. Beyond political and diplomatic actions,

this free access is guaranteed by the use of a deterrent military maritime presence. After

a very relative period of uncertainty, we can now see that many emerging economies are

signi�cantly strengthening their maritime military capabilities, mainly in an arc stretching

from the Eastern Mediterranean to Australia, via India and Asia.

Figure II.3: Strategic maritime routes for France (source: Étude "Impacts sur l'économie
française de la fermeture d'un ou plusieurs détroits maritimes majeurs" of the Compagnie
européenne d'intelligence stratégique, Janvier 2016.© CEIS, All rights reserved, reproduced
with their kind authorization).

The global maritime sector is therefore changing to face the new challenges of freight

and passenger transport. The dimensions of ships are increasing sharply to meet the demands
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of the globalized economy. The underlying issues of free movement and sovereignty over the

oceans remain essential for the political balance and the daily life of billions of women and

men (food, manufactured goods, etc.).

II.1.2 The French civil maritime sector

France is known to be a important maritime power [Lab20] [Bri19]. The relatively low

knowledge of maritime issues by most of the French can be explained in particular by the

modest size of the continental hexagon, by the magnetism of the capital to the detriment of

the ports and by the relative ignorance of supply routes in a globalized economy. However,

taking into account the overseas territories, France has 7,000 kilometers of coastline and

has the second largest maritime domain in the world, after the United States and before

Australia, with an Economic Exclusive Zone (EEZ) of 11 million square kilometers. The

French maritime sector, reputed to in�uence 14% of the Gross Domestic Product (GDP),

comprises 340,000 employees and generated 83 billion euros in production value for the

country in 2018-20192. The maritime sector also plays a strategic role in allowing France

to access many minerals such as, for example, nickel, silver, copper, lithium, beryllium,

aluminum, zinc, tungsten, iron and cobalt (�gure II.3).

The French maritime world is rich as a host of complementary activity sectors [Vei12].

Let us �rst of all evoke the major maritime commercial ports, the two best known be-

ing Marseille-Fos and Le Havre-Rouen-Paris (HAROPA). These two strategic locations are

sometimes calledsmartports, due to the major telecommunication, automation and, more

generally, digitization projects being carried out there to improve logistics �ows and secu-

rity. Other major seaports of importance such as Dunkirk, Nantes-Saint Nazaire, La Rochelle

and Bordeaux deserve to be mentioned. Some have specialized in shipbuilding and repair,

such as Saint-Nazaire (Chantiers de l'Atlantique) and Brest. It should also be noted the

establishment of several petrochemical sites and the presence of majorhinterlands3, as in

Marseille-Fos, Havre-Rouen-Paris or in the Rhône river valley (Port Édouard Herriot, near

Lyon). French shipowners are particularly represented internationally, whether in the trans-

port of goods, with shipowners such as CMA CGM or Dreyfus, or through cabotage and

river tra�c which are revitalizing, particularly on the Seine, the Rhine and Rhône. Most

of the passenger transport volume is carried out on cross-Channel tra�c (Brittany Fer-

2Read https://www.cluster-maritime.fr/economie_maritime/
3The hinterland corresponds to the mainland attraction and service area of a port.
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ries) and between Corsica and the mainland. The cruise sector, which was booming before

the COVID-19 pandemic, is internationally recognized thanks to operators such as Ponant

for exceptional cruises. In a competitive sector, �shing is an important maritime activity

in France, in particular for the ports of Boulogne-sur-Mer, Le Guilvinec, Erquy, Port-en-

Bessin, Concarneau, Rosco�, Sète and Lorient. Scienti�c and oceanographic research and

exploration are active sectors, with reputable organizations such as Institut Français de

Recherche pour l'Exploitation de la Mer (IFREMER) or Compagnie Maritime d'Expertise

(COMEX), not to mention the environmental mapping missions carried out by the Service

Hydrographique et Océanographique de la Marine (SHOM). Oil and gas exploration and

transport are represented by several companies such as Bourbon, Total Energies or Elengy,

as well as the design, installation and repair of submarine cables with Orange Marine or

Nexans. The yachting sector is renowned for the quality of shipbuilding and the number of

boats in marinas in French ports, but also for its ambition and its recognized results in ocean

racing. Finally, more recently, France has positioned itself in the Marine Renewable Energies

(MRE), with the development of o�shore wind farms, tidal turbines, as well as construction,

maintenance and onshore operating capacities, with companies like Sabella and the France

Énergies Marines institute.

Even if competition is strong in Europe for the transport of goods, with the ports

of Rotterdam and Antwerp, and despite the impacts linked to the pandemic, the French

maritime sector can be considered as rich, very varied and endowed with a real potential.

II.1.3 The French military maritime sector

The French Navy's main objective is to carry out four defense missions. The �rst is

deterrence: it is a question of ensuring, on the one hand, the permanence of oceanic nuclear

deterrence4. And, on the other hand, airborne deterrence tactical capability with the Rafale

marine aircraft on board the Charles de Gaulle nuclear aircraft carrier. For more than 40

years, with the construction of the �rst ballistic missile submarine (Sous-marin Nucléaire

Lanceur d'Engins (SNLE)) and the �rst operational patrols, the permanence of strategic

oceanic deterrence has never failed. Second mission: the protection of populations, territories

and the EEZ, daily objective of many actors of the French Navy, on the seas, in the air and in

overseas territories. The attraction of the halieutic resources of the second EEZ in the world

involves its share of looters, o� Guyana as well as in the South Atlantic, against which it is

4Deterrence can also take non-nuclear forms.
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necessary to �ght permanently. The third mission is to prevent maritime risks, for example

by ensuring regular patrols and the pre-positioning of naval forces in con�ict zones. Finally,

intervention: when necessary, the French Navy has forces capable of intervening militarily,

far and long, whether for the recovery of nationals or for military strikes, a capacity that

has been proven on several occasions during recent operations.

The second function of the French Navy covers the action of the State at sea. The

Maritime Prefects, general o�cers of the French Navy, play an essential role in this function.

Beyond a role comparable to that of coast guard, the Maritime Prefect also represents the

State and can give notice to a shipowner whose ship would present an immediate danger to

the French coast, for example in the event of major damage of propulsion5.

The French Navy today comprises more than 39,000 sailors, military and civilians, 72

o�shore vessels, 200 aircraft, 10 nuclear submarines, 2,000 marines and commandos and

1,000 maritime gendarmes working on 30 smaller vessels [nat]. In mainland France, most of

the French Navy's ships are built, maintained and moored in the four major military ports

(Brest, Cherbourg, Lorient and Toulon). The SNLE are moored and maintained on the

operational base of Ile Longue, near Brest. Finally, the Navy is widely present in overseas

territories as well as abroad, through partnerships signed with allied countries.

Faced with strategic maritime challenges, France therefore has a top-ranking Navy, in

full renewal and whose operational excellence has been regularly recognized, including during

recent military engagements, particularly in the eastern Mediterranean.

II.2 The digital transformation of the maritime world

The maritime environment, like other sectors, is experiencing an unprecedented wave of

information technology use. The construction and operation of modern ships makes exten-

sive use of "new" technologies. Indeed, conning, maneuvering and operating ever larger and

more e�cient ships with optimized crews6 requires the use of digital technologies [Tam18b].

Likewise, when the ship is docked in a port, the e�ciency of logistics processes relies on com-

puter and telecommunications technologies in order to unload goods quickly with complete

safety and to ensure e�cient maintenance operations. The construction and renovation of

5which cause could also be cyber
6for instance, a recent multi-mission frigate in France has 108 crew members, compared to double for a

previous generation anti-submarine frigate.
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ships, as well as land-based infrastructures, are gradually but de�nitively switching to dig-

ital, without any global plan having truly coordinated or formalized this transformation or

measured its consequences: in some ways, like in other sectors, the maritime world is largely

subjected to what the law of the market dictates.

The - relative - slow pace of this digital transformation can be explained, in particular

for ships, by a long life cycle. It is not uncommon for a ship, after a design phase of 15

years7, to have a lifespan of over 40 years. Ships built in the 1980s can therefore still be

found on the seas. These ships, although gradually switching digital, still rely heavily on

analog. It is especially from 2050 on that the maritime sector will probably have completed

its �rst major digital migration, with the disappearance of old ships and the omnipresence

of highly digitized ships and autonomous ships.

Digital technology constitutes an indisputable vector of progress for the maritime envi-

ronment, for the safety of people, the monitoring and safety of cargoes and passengers and

therefore for global economic development. This transformation is taking place in a particu-

lar regulatory context: if international maritime regulations only just mention lightly cyber

issues, the standards of the maritime sector often impose speci�c requirements in terms of

resilience, in particular for cyber physical installations, that is to say - industrial installations

controlled by data processing to carry out physical operations of production or maneuvering

by means of automation, sensors and actuators. These installations are therefore generally

redundant, but not necessarily secure from a cyber point of view.

Regarding the development of autonomous ships (also called Maritime Autonomous

Surface Ship (MASS)), the International Maritime Organisation (IMO) has recently set

strict regulations concerning their sea trials and de�ned four degrees of autonomy. The �rst

degree corresponds to a ship that uses automated processes with an autonomous decision-

making capacity: sailors on board operate and control the systems and functions of the

ship. Some functions can be automated and sometimes unsupervised, but the sailors on

board stand ready to take over when needed. The second degree extends to ships that can

be remotely controlled, but which still have sailors on board: the ship is controlled and

operated from a remote position, but the sailors on board can take control of the ship and

operate the on-board systems when needed. The third degree does not foresee any human

presence on board: the ship is totally controlled remotely. Finally, the fourth degree concerns

fully autonomous ships where the ship's operating system makes decisions and determines

7For more complex ships, such as combat vessels.



II.3. THE "MARÉTIQUE" 19

its actions in complete autonomy8. The transition to semi-autonomy or full-autonomy of

ships will require a strong use of algorithms and digital technology in the years to come, as

well as ambitious regulations on the part of the IMO on the related issues such as resilience,

autonomous vessel decision-making and cybersecurity.

The sustainable digital transformation of the maritime sector is therefore a reality:

digital is above all a vector of strength, quality, pro�tability and safety. Resilience remains

at the heart of the concerns of seafarers, who are fully aware of the risks associated with the

sea and the importance of saving human life. However, the lack of integration of cybersecurity

on board and this new dependence of ships on digital and, sometimes, on land, could lead

to major consequences which could go as far as "decision paralysis" [Goe15].

II.3 The "marétique"

The Blue Book of the Marétique cluster, published in 2012, gave the �rst de�nition

(II.1) of the French word "marétique"[mf], without English equivalent to our knowledge.

De�nition II.1. "Marétique" brings together all the computer and electronic systems used

in the management and use of operations relating to maritime, river and port activities.

We propose to use the term "Maritime Information Systems (MIS)" in this thesis to

evoke the sole computer component of "marétique". As we saw in the previous chapter, the

MIS make it possible to multiply the capacities of the maritime world and to improve its

security. In addition to a spatial separation of "marétique" ("marétique" on board ships,

MRE and o�shore ) and that present in land maritime infrastructures, the National Institute

of Standards and Technology (NIST) suggests a classi�cation in Information Technology (IT)

and Operational Technology (OT) [Sto11], recalled in appendix A, which divides information

systems in two, based on technical characteristics, generally discriminatory. However, these

systems converge technologically and this di�erence sometimes tends to disappear [Gar18].

II.3.1 Onboard maritime information systems

The MIS are numerous and cover practically all the essential functions of a ship. For

most ships, civil and military, the functions that de�ne the MIS are common.

8https://www.imo.org/en/MediaCentre/HotTopics/Pages/Autonomous-shipping.aspx
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The IT �rstly includes communications to the outside world: this category includes

the extension of services and networks from shore to land (telephony, connection to the

Internet or to the company network, videoconferencing...), using Global System for Mobile

communications (GSM) / 3G / 4G / 5G networks near the coasts or satellite or radio links in

the high seas. Internal communications include general broadcasting on board the ship, alarm

broadcasting systems, telephony and intercom systems, Internet Protocol (IP), Wireless

Fidelity (WiFi) or Digital Enhanced Cordless Telephone (DECT), equipment such as routers,

switches, Virtual Private Network (VPN), Virtual Local Area Network (VLAN), various

security solutions (gateways, sensors, �rewalls) or logging tools. This category also includes

entertainment systems for crew and passengers, with Internet access at sea via a WiFi or

wired connection, any local GSM relay, dematerialized medical monitoring, payment systems,

passenger boarding control, hotel management (Property Management System (PMS)), as

well as television on demand. IT also covers corporate intranets, messaging and local servers.

Finally, access control systems, Closed Circuit TeleVision (CCTV), bridge security (Bridge

Navigational Watch Alarm System (BNWAS)), alarm systems towards the earth, such as

the Shipboard Security Alarm System (SSAS) and the paging and geolocation systems can

also be grouped under the term IT.

OT concerns the ship's control systems (cf �gure II.4): electronic nautical charts sys-

tems (Electronic Chart Display Information System (ECDIS), RADARs, sounders, geograph-

ical positioning by satellite (Global Navigation Satellite System (GNSS), such as Global

Positioning System (GPS), Galileo, GLONASS), time reference servers, dynamic position-

ing systems (Dynamic Positioning (DP)), meteorological and nautical situation awareness

tools (Automatic Identi�cation System (AIS), Global Maritime Distress and Safety System

(GMDSS)), maritime �ight-recorder-like solutions (Voyage Data Recorder (VDR)) and other

logging and alerting tools. OT also integrates the operation of the platform: electricity or

chilled water production systems,propulsion management, steering management (helm, sta-

bilization), opening and closing of watertight doors, diesel fuel supply, treatment of gray and

black water and air, refrigerators, alarms and �re safety or �ooding. The cargo management

systems are also concerned: Cargo Control Room (CCR), as well as information systems for

monitoring the goods and the loading plan and the ballast and purge management systems.

Warships have special OT systems, such as combat systems with sensors and e�ectors

such as sonar, radar, gunnery and missile control systems, electronic warfare, nuclear reac-

tor control systems (for ships �tted with such installation), but also with speci�c military

navigation systems such as, for example, inertial navigation units.
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Figure II.4: The bridge of the research vesselSikuliaq (source: Wikimedia Commons, un-
modifed picture, author: NorthBySouthBaranof, license: CC BY-SA 4.0).

II.3.2 Ports and o�shore installations information systems

Ashore, within ports, but also for shipowners and vessel tra�c monitoring organisations,

there are also many IT systems, such as those allowing the management of the shipowner's

�eet, reservation systems services (purchase of trips, container transport services, Internet

and intranet/extranet sites), maritime customs exchange systems or even maritime tra�c

coordination and maritime information exchange systems. As for OT, we can think of

management systems and the loading and unloading systems for �uids, bulk and material

(containers), port platform planning and management systems, particularly complex oil and

gas platform operating systems and, �nally, MRE production equipment control systems.

II.3.3 The peculiarities of MISs

A ship that accommodates 8,000 people on board is a true small �oating city which

includes, as we have seen, a signi�cant number of information systems. A nuclear aircraft

carrier at sea thus combines the peculiarities of a nuclear power station, a military airport, a

pyrotechnics system, a hospital, a hotel and catering capacity for 2,000 sailors, a aeronautical

maintenance center etc., all deployed hundreds or even thousands of kilometers from the

nearest coasts, sometimes in a hostile context and with limited and distant support resources.
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MISs therefore also inherits a combination of the particularities of ships, their architecture,

their design, in particular use-cases, all in an often harsh environment.

In a cyber context, the peculiarities of MISs that we have been able to identify, essen-

tially for on-board systems, are �rst of all due to the multiplicity of systems. Whether in

terms of quantity, type, manufacturer or technologies, the relatively low level of integration

of these systems leads to heterogeneity with signi�cant consequences. The constraints weigh-

ing on satellite links are high: the bandwidth is limited and the cost of the link generally

depends on the bandwidth or the volume of data allocated. In addition, the permanence of

the link is not guaranteed, which can complicate remote maintenance and monitoring, not

to mention the impacts related to latency. Then, even in the event of damage to one or

more of its systems, the vessel at sea must remain resilient. Maintenance interventions are

generally only possible during the ship's port of call in a port. In most cases, no IT expert

or technician is present on board the vessel, especially on civilian vessels: the capacities for

updating, installing patches and restoring the system are therefore limited. Finally, on land,

no integration platform representative of the actual situation on board the ship has generally

been designed. In fact, most of the systems have been produced by di�erent companies, and

have sometimes been integrated on board by another company. In addition, the evolution

and the update of an installation can require a complete new certi�cation before any deploy-

ment: the patch management of these systems becomes, consequently, complicated. If, each

taken separately, these characteristics may not seem speci�c, their addition, summarized in

�gure II.5, contributes to make a MIS and its cyber security so speci�c. As a result, most

o�-the-shelf solutions may prove unsuitable for direct on-board application [Jac18].

The role played by the designer of the ship is essential. As an integrator of potentially

heterogeneous systems developed by several subcontractors, he has to ensure the ship's over-

all cyber security and its consistency to face the threat. Even in cases where the integration

level is low, the coupling level between systems can be higher than expected. Above all, this

means that the sharing of services and common functions - especially cyber security - has

not been thought out or optimized: each onboard IT or OT system, being manufactured by

various manufacturers and poorly integrated, has functions that are independent in terms

of security (network, application, system) from those of a neighboring system, without any

homogeneity having been sought. At the same time, all systems on board recent ships are

digitized in order to be monitored and controlled remotely. For instance, a food refriger-

ation installation, previously purely mechanical and analog, is today frequently controlled

by a Programmable Logical Controller (PLC) with sensors and actuators, with one or more
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Figure II.5: Peculiarities of MISs (source: personal work).

control-command links to the ship's operating system, or even to shore. The digitization of

the ship therefore leads to a dependency that did not exist previously. At the scale of the

ship, despite a rather incomplete integration in terms of cyber security, digitization is grad-

ually bringing a stronger functional integration of the systems. By increasing the functional

inter-dependencies, it also increases the complexity of the whole and the associated risks,

particularly with limited human capacities.

II.3.4 The future of MISs

MISs will continue to support transformations in the maritime sector in the future. The

major changes to be expected in the short and medium term mainly concern the development

of semi-autonomous and autonomous vessels, the �rst tests of which took place during the

year 2018 and are continuing today, in France, in Europe, and in the whole world. In the

decades to come, their development could, in certain cases, limit or even eliminate the use

of humans in all or part of certain areas of the maritime sector, substantially increasing the

digital attack surface of these ships [Tam18a, Kav18, Kat17, Bol19]. The generalization of
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autonomous vehicles (air and sea, surface or underwater) in the maritime sector also applies

to the military world, in order to limit human exposure to risks and ease the deployment of

sensors, in particular for intelligence purposes. Finally, in the shorter term, the implemen-

tation of advanced digital technologies such as machine learning and augmented reality will

support people in the maneuvers, operation and remote and local maintenance of ships and

infrastructures.

II.4 Cyber security of Maritime Information Systems

After having declined the de�nitions of cyber security to the maritime world, this section

details the cyber vulnerabilities and risks of the sector.

II.4.1 Cyber security and maritime environment: de�nitions

The term "information system" is subject to many de�nitions and interpretations de-

pending on people and organizations. In this manuscript, we will therefore use the de�nition

II.2 of an information system:

De�nition II.2. Manual or automated system, such as an automatic data processing sys-

tem, computer system or computer network, relying on technical infrastructure and composed

of people, machines and methods and which is organized to perform collect, processing, trans-

mission and dissemination functions of data which represent information.

Figure II.6 speci�es the di�erent views that can be produced of an information system,

from a functional, application and technical point of view.

In the maritime context, this information system is subject to the constraints and

peculiarities of the environment listed in II.5 and takes the name of MIS.

De�ned as a "�eld of confrontation on its own" [dllea13], cyberspace is part of the in-

formational environment, which comprises, according to North Atlantic Treaty Organization

(NATO), the information itself as well as the individuals, organizations and systems that

receive, process and transmit it, and the cognitive, virtual and physical space in which it

occurs [Com12]. The following de�nition of II.3 is also proposed.
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Figure II.6: Functional, application and technical views of an information system (source:
personal work).

De�nition II.3. Cyberspace is the global domain made up of the mesh network of informa-

tion technology infrastructures (including the Internet), telecommunications networks, com-

puter systems, processors and integrated control mechanisms. [CIC]

Cyberspace is interdependent on air, land, sea and space, areas of which it is however

transverse, since it can be found in each of them9. If it is, thus, sometimes di�cult to conceive

a global representation, the American joint publication Joint Publication 3.12 proposes a

modeling in three layers or zones10. First of all, the physical layer: it is the most concrete of

the three zones, although recently made more di�use by the techniques of outsourcing and

cloud computing. It is made up of physical computer equipment and associated networks

that ensure the storage, transport and processing of information. Then, the logical zone: it is

made up of processes, tools and exchange �ows, algorithms and protocols which are not based

on a physical reality, but on a purely logical addressing. Finally, the social or cognitive layer,

called cyber-personain Joint Publication 3.12 is more di�cult to understand. It abstracts

information in digital format present in the logical layer to create digital representations of an

actor or entity in cyberspace, including individuals and associated digital identities (avatars).

In the maritime domain, cyberspace includes all the MISs mentioned in the previous section.

De�nition II.4. Cybersecurity is the desired state for an information system, allowing it to

resist to events from cyberspace that may compromise the availability, integrity or con�den-

tiality of data stored, processed or transmitted, and the related services that these systems

o�er or make accessible. [CIC]

9We will also recall the etymology of the pre�x cyber, taken from the Greek Kubernêtikê which means
"rudder".

10Cyberspace operations of June 8, 2018, available athttps://www.jcs.mil/Portals/36/Documents/Do
ctrine/pubs/jp3_12.pdf
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Cybersecurity proposed by the de�nition II.4 is therefore the desired state for MISs

to work in security. It is based on cyber protection, cyber defense capabilities and cyber

resilience. It should be noted that no notion of voluntary action is indicated: events taking

place in cyberspace can also have an involuntary or accidental origin. Environmental inci-

dents (for example a �re), a hardware failure or a software anomaly involving information

systems, often neglected in risk analyzes, must therefore be taken into account.

De�nition II.5. Cyber protection is the set of technical and non-technical protection mea-

sures allowing an information system to withstand events likely to compromise the availabil-

ity, integrity or con�dentiality of data stored, processed or transmitted, and related services

that these systems o�er or make accessible. [CIC]

The de�nition II.5 of "cyber protection" makes it synonymous with "information sys-

tems security". In the maritime context, it is therefore the desired state for MISs to be

safe and e�cient in terms of availability, integrity and availability from their design and

throughout their life cycle.

De�nition II.6. Cyber defense is the set of technical and non-technical measures enabling

a State to defend in cyberspace the information systems deemed essential. [CIC]

The su�x "defense" has led to some overuse of the term cyber defense de�ned in II.6

in the military context, to which it is however not reserved. The following speci�c de�nition

II.7 is however given to military cyber defense.

De�nition II.7. Military cyber defense is the set of defensive or o�ensive actions carried

out in cyberspace in preparation or in the planning and conduct of military operations, in

particular to guarantee the e�ectiveness of the action of the armed forces and the proper

functioning of the ministry. Military cyber defense complements network, system and infor-

mation protection measures with a capability for operations in cyberspace and a cyber crisis

management capability, coupled with the resilience capabilities of information systems. [CIC]

In the maritime context, cyber defense therefore corresponds to the desired state for

MISs to be technically capable of being defended against cybernetic aggression. Cyber

defense also brings together a dedicated crisis organization, able to detect, qualify, counter

a cyber event, or even initiate a digital operation.

The notion of cyber resilience is de�ned below (II.8):
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De�nition II.8. Resilience is de�ned as the capacity of an organization to face events (in-

cidents or aggression), to resist them and to recover. Applied to cyberspace, it is called cyber

resilience and de�ned as the capacity of an information system to resist a failure and to

return to its initial state after the incident. [CIC]

In the maritime context, cyber resilience is the desired state for MISs to o�er a high

level of availability in the event of an attack, whether human, environmental, or simply

following to a failure. Resilience is a daily requirement for sailors at sea, having to deal

with unfortunate situations on their own: it logically corresponds to a characteristic they

legitimately also expect from the MISs they use.

Cyber monitoring represents the real-time tool of cyber defense. It contributes directly

to the "observe, orient, decide and act" (OODA) loop, because it o�ers a real-time capacity

to detect any event that could prove to be hostile or unusual. A de�nition of cyber monitoring

applied to MISs could be the one proposed in II.9:

De�nition II.9. Cyber monitoring is de�ned as the ability of an organization to detect

any hostile or unusual event in an information system that could impact its availability,

integrity, con�dentiality or the traceability of its data. Applied to the maritime sector, it

includes the installation of sensors on MISs, the collection of the metadata they produce and

their analysis within a generic capacity for monitoring cyber defense in order to search, in

real time. or deferred, for indicators of compromise. Cyber monitoring also comprises a

dedicated organization and specialized tools that will allow the development of the reference

cyber situation of MISs.

II.4.2 Inventory of MISs vulnerabilities

Like any information system, MISs are a�ected by numerous vulnerabilities that could

be exploited by an attacker [Jon16, Bur14, DiR15, Cim11]. However, three symptomatic

di�culties can be considered as the main vectors of vulnerabilities.

First, the life cycle and patch management process of a ship: after an engineering phase

and a construction phase of several years11, ships are generally designed to sail for thirty to

forty years. During this period, their use must be maximum in order to ensure pro�tability.

This busy schedule complicates the major evolution of the ship's MISs. If patch management

11Sometimes up to 15 years for the most complex military ships.
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is possible on the o�ce systems present on board and the IT in general, it is much more

complicated to implement for the bene�t of the OT. In addition, the lifespan of these systems

is notably longer than that of the IT: it is thus realistic to think that certain systems will

not be replaced at all - apart from major damage - during the lifespan of the ship. Once the

ship is in operational status, the implementation of corrective measures, the securing of old

protocols is unlikely, if not impossible at an acceptable cost. The eventual consequences of

patch management on the operation of other complex ship systems have to be assessed, in

a context of growing interdependence between systems.

Then, the maturity of the sector: maritime cyber security is a relatively new and until

recently little discussed �eld, especially with regard to research. Even very recent research

works on MISs, published during this thesis, make virtually no reference to maritime cyber

security issues [LMWW21]. While the military issues of maritime cyber security have been

assessed and taken into account overall over the past ten years, the civilian maritime world

also seems to be less considered. The underlying issues are nevertheless essential. The many

reasons that can explain the di�culty of taking into account the cyber security of MISs are:

a weak perception of the stakes, a lack of governance and coordination, insu�cient sta� and

crew awareness, a lack of knowledge of MISs, lack of policy from the shipowner or operator,

complexity, cost, di�culty in identifying and retaining experts.

Finally, an almost generalized absence of cyber security equipment and particularly for

the detection of cyber events is observed on board ships. As a result, detection can be late

or even last for the life of a system until it is withdrawn from active service.

If these three di�culties lead to think that the sector is vulnerable, the observation

must however be shaded. Indeed, digital technology is a vector of progress for the maritime

environment, for the safety of people, the monitoring and safety of cargoes. From now on,

it is no longer possible to imagine doing "without" digital. In addition, maritime sector

standards frequently impose speci�c requirements in terms of resilience, especially for cyber

physical installations. They thus generally provide for redundancy of these installations.

They sometimes even have separate safety chains, operating in parallel with the control

chains, to verify that the production operation is correct, in accordance with the expected

values and within the limits set for the system. Finally, the role of man should be emphasized:

the sailor is resilient, trained, experienced and able to endure di�cult situations and react

in the event of an unexpected event. This systemic analysis of the vulnerabilities of the

maritime environment is summarized in the �gure II.7.
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Figure II.7: Systemic analysis of cyber vulnerabilities in the maritime environment induced
by digital transformation (source: personal work).

II.4.3 Exploitation of MISs vulnerabilities for o�ensive purposes

The advantage of using the cyber vector to conduct an o�ensive operation is well known:

indeed, the attacker knows that his action, if it is carried out discreetly, is unlikely to be

the object of reprisals (whether judiciary, cyber or kinetics), as the reaction is di�cult to

conduct in this confrontational �eld. First of all, the anomic nature of cyberspace makes

it particularly hard to frame from a legal point of view, whether for truly legal or political

reasons. Despite recent e�orts in the �eld of international law [da19], it is indisputable that

certain actors also have their interest to ensure that this state of a�airs remains unchanged.

Then, the rapid digital transformation of the sector is creating a moving cyberspace, in

constant evolution, di�cult to master and map and whose functional inter-dependencies

are constantly increasing. These inter-dependencies could exist before the digital transfor-

mation: for example, the information system of a ship often requires that the servers and

network equipment have an air-conditioned room. A cyber physical system provided this

air conditioning function (chilled water production system, for example), but was generally
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not digitized. However, digital transformation now a�ects industrial systems: the latter thus

rely on an information system (touch screen, PLC) to be started, stopped and operated. The

next step in digital transformation consists in increasing the interdependence of information

systems between them (for example: dissemination of information relating to the availability

of air conditioning, water temperature, etc.). Acting on a system in action or in response

to an incident can thus induce consequences on other systems not initially impacted and

essential to operations (collateral damage). Finally, the di�cult accountability of actions

in cyberspace facilitates manipulation and ampli�cation operations. Manipulation consists

of either producing, diverting or falsifying information for one's own bene�t. Ampli�cation

aims to give a strong impact to an information, true or false, and that one would not have

noticed otherwise. These two modes of action, frequently used on social networks, can take

part in disinformation actions on a more strategic level. The reaction to this type of action

makes it di�cult to consider legal or kinetic actions, in particular because of the potentially

global nature of the ampli�cation, the short time frame of social networks, the necessary

counterattack e�ort and the di�cult attribution of the initial actors of these information

warfare actions. Finally, the action is often based on evolving technical vectors which re-

quire high transversal skills: to guarantee its e�ectiveness, harmlessness and, in the case of

an attack, the absence of long-term accountability is not not an easy thing.

There are many reasons to use cyberspace to target MISs [Fit15]. Notions of proof,

accountability for actions, physical or political borders, distance, organization or time re-

main more complex to grasp than in physical spaces. Manipulations or ampli�cations also

remain possible, which contributes to modifying the nature of the balance of power between

adversaries and to reinforcing the asymmetry between attackers and defenders. The attacker

often has several steps ahead, and he knows that the response to the attack will not be suf-

�ciently dynamic, or even that the attack will remain undetected. To achieve his package,

he can rely on several vectors, which can be used in combination. First, he can use the

physical area: theft, trapping, physical destruction of all or part of the on-board MISs by

using Electro Magnetic Pulse (EMP), environmental aggression (�re, water leak...). Then,

the attacker can choose the logical zone: data theft (espionage), use of software vectors,

network-centric attacks. Finally, it can also act in the social zone, by reaching the people or

the families of people who evolve in the maritime domain, for example by exploiting Open

Source INTelligence (OSINT).
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II.4.4 Sources of threats, cyber risks for MISs

Even fragmented, the public data relating to cyber security events in the maritime

world that we were able to identify highlight the predominance of sources of unintentional

internal or external threats (crew members, external stakeholders, designers) on the one

hand, and on the other hand from sources of voluntary external threats linked to cyber

crime and generally not aimed strictly at the maritime sector, which therefore constitutes

rather collateral damage in this case [Jac]. Attacks speci�cally targeting the maritime sector

exist, but remain poorly documented publicly. Finally, it should be noted that the state actor

threat is reinforced for the military component with also cases of data theft for espionage

purposes, which can also target academics, manufacturers and subcontractors in the sector.

Cyber threats targeting the maritime industry can target information. In this case, the

objective is then to exploit, extract, make unavailable, destroy, manipulate or corrupt the

digital information: map data, navigation, information on the loading or transit of goods

[Bea17], the passengers, the characteristics of the ship. Information systems can also repre-

sent targets. In this case, the attacks may be aimed at mapping the information systems,

identifying their vulnerabilities, modifying or temporarily disrupting their operation, or even

destroying them immediately or at an appropriate later time. Finally, physical cyber systems

can constitute targets with high added value: the objective is then to use cyberspace as a

vector to achieve physical objectives. It can thus act to disrupt, neutralize, or even destroy

equipment, infrastructures or critical installations by acting on the computer systems which

control or manage them by exploiting the computer vulnerabilities of some of their com-

ponents. Threats can therefore target all three layers of cyberspace: physical, logical and

cognitive. Annex B summarizes the risks for the sector.

II.5 Conclusion

As we have seen in this chapter, the maritime sector carries strategic challenges for

French and global interests. It is of capital importance for many sectors of the economy as

well as for the daily life of the French. In this rapidly changing sector, MISs play an essential

role. Contributing directly to the proper functioning of ships and ports, they allow the safe

performance of many functions, physical or otherwise. However, the particular characteristics

of these systems expose them to di�erent sources of threats. Intrinsically vulnerable, they

can represent a major interest for the attacker, and the security tools available today are
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poorly adapted and do not allow to perceive or understand the situation, nor to follow the

evolution of a cyber event in time and even less to remedy it in constrained time. It therefore

appears necessary to identify the tools and approaches most able to respond to the scienti�c,

organizational, technological and human obstacles of maritime cyber security, to design those

tools with an approach guided by the modeling of their operation and, �nally, to verify the

scienti�c and operational contribution.



CHAPTERIII Maritime Cyber

Situational Awareness :

de�nition, model and

contribution to

maritime cyber security

In this chapter, we discuss RQ1, the data collect architecture and its modeling neces-

sary to improve detection, understanding and response to a cyber threat. We specify the

contributions of the cyber monitoring of MIS to the detection of feared events in the sector

and the di�culties relating to its implementation. We then present the current limitations

of security products which constrain their direct use in the maritime environment. Finally,

we detail the principle of Situational Awarenessand propose its application to the cyber

security of MIS through the original concept ofMaritime Cyber Situational Awareness, for

which we propose a functional architecture. The original work of the MCSA concept has

been the subject of several international publications [Jac18, Jac19a, Jac19b].

III.1 Cyber monitoring of MISs: the problem

In this section, we �rst assess the interest of setting up cyber monitoring capabilities of

MIS to respond to the structural di�culties encountered by the maritime world. Then, we

study the current methods and tools that could meet the expectations of the sector in terms

of cyber monitoring and identify their limits.
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III.1.1 Contributions of cyber monitoring to the di�culties of the

maritime world

Maritime cyber monitoring, as we de�ned it in II.9, aims to detect any hostile or unusual

event, voluntary or involuntary, which could impact the MIS. It includes the organization,

tools, human resources and methods of detection, classi�cation of an event, and remediation.

The cyber monitoring of MIS can rely on the organization, tools and procedures of an

operational cyber monitoring center (Security Operations Center (SOC)), as it's the case

in other sectors [Zim14]. The technical infrastructure of these centers includes judiciously

placed and con�gured �eld sensors, subject to permanent local or remote monitoring. After

data is collected by a local architecture, it is then sent ashore to a focal center, in charge

of the analysis, detection and quali�cation of cyber events and having visualization and

synthesis expertise. Several IT tools contribute to this mission, such as Security Information

and Event Management (SIEM) and Cyber Threat Intelligence (CTI). If the border between

SOC and Computer Security Incident Response Team (CSIRT) is the subject of recurring

debates, in particular on the resolution of incidents, these centers also use Security Incident

Response Platform (SIRP) in order to o�er a capacity for dialogue and sharing with other

cyber security players, to ensure crisis management, or to inform management levels to

contribute to decision-making.

Apart from the detection, quali�cation and response to threats, cyber monitoring also

o�ers a �rst response to the structural problems identi�ed in �gure II.7 and which we recall

below. First of all, the monitoring provided by the CTI makes it possible to improve the

anticipation of threats, whether it concerns vulnerabilities related to hardware or software,

the �ght against the viral threat or knowledge of Tactics, Techniques, Procedures (TTP)

opponents [WDWI16]. Shortcomings in expert maritime cyber security human resources

were recently highlighted by two studies, one English [Tam19] and the other carried out

with French shipowners and ports [Ben18]. The concentration of these resources in an ex-

pert center therefore responds in part to the di�culties of preparing the sector in this area.

Cyber monitoring, even on vulnerable and legacy systems, can detect attempts to exploit

vulnerabilities - as well as their absence. If, in most cases, cyber monitoring architectures use

"passive" devices and therefore do not allow a physical reaction, they nevertheless o�er the

technical, human and organizational possibility of detecting and reacting quickly. Without

correcting the initial causes of the patch management problem, cyber monitoring therefore

provides part of the answer. In addition, the ability of cyber monitoring to "listen" to hosts,

servers and ship's networks in search of traces of compromise also results in a signi�cant gain
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in terms of maturity and knowledge of the IT/OT onboard or in ports. The tendency of the

ship to constitute a "black box" is attenuated and the realization of dynamic maps of MIS be-

comes possible. Finally, cyber monitoring generates interesting side e�ects: for example, the

�nesse and volume of the information reported is of interest for predictive maintenance, the

detection of con�guration faults, but also for other purposes (logistics monitoring, mapping,

mastery of operational capacities). The �gure III.1 takes again the �gure II.7 by underlining

the added value of cyber monitoring in the treatment of vulnerabilities induced by the digital

transformation of the maritime world: the positive contributions appear in blue. However,

they should be quali�ed by recalling that, on the one hand, the means must continue to be

mobilized to correct the systemic causes already mentioned and, on the other hand, that the

implementation of cyber monitoring represents a signi�cant cost and adds new equipment,

systems and services that require long-term security, maintenance and administration.

Figure III.1: Bene�ts of cyber monitoring for the maritime sector (source: personal work).
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Table III.1: SOC needsvs constraints of the maritime world

SOC
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Expert
and
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HR
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tervention

Data
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IT/OT
knowledge
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manage-

ment

Maritime
sector
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Limited
HR

Complex
interven-
tion

Constrained
connectiv-
ity

Black box
e�ect

Lifecycle

Solutions Expert
center

Centralized
HR

Logistics Dedicated
architec-
ture

Mapping Detection
capacity

III.1.2 Inadequacy of classical cyber monitoring methods

The classic modeling of an organization and a technical architecture of cyber monitoring

requires a variety of skills which come up against the current lack of maturity of the maritime

community. Indeed, cyber monitoring must be based on existing means and procedures

which, in the civilian maritime world, may turn out to be absent or immature. The human

resources quali�ed to operate a maritime SOC are thus rare and take a long time to train. The

intervention and the remote monitoring of a ship prove to be complex, due to the mentioned

constraints of its connectivity, which also limit the capacity to transmit the volumes of data

expected by the SIEM. Finally, the lack of knowledge of certain IT and especially OT systems

makes it di�cult to deploy sensors which, moreover, might not be suitable. The Table III.1

crosses the necessary capacities for the implementation of cyber monitoring capacities with

the expected di�culties. If the establishment of a cyber monitoring capacity is complex, its

contribution is real.

Designing a security model based on cyber monitoring also exposes new risks and re-

quires attention to adverse techniques [Bra11]. An attacker, to hide his tactics, can attempt

to saturate cyber monitoring tools with multiple detections which, for deception purposes,

could camou�age a more complex and less visible targeted attack, the signal-to-noise ratio

then proving unfavorable to the detection model. Among the unintentional risks, human

resources not specialized or unfamiliar with the detection architectures, the monitored sys-

tems, or a bad positioning or settings of sensors can lead to a partial or distorted view of

the real situation. Finally, since the sensor itself constitutes a computer system, it can also
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be the subject of a compromise. It therefore appears necessary to design appropriate and

secure technological mechanisms, as well as an architecture and compromise indices that

allow surveillance to be contextualized. It is also advisable to test the functioning and the

smoothness of these solutions by speci�c tests such as audit or intrusion test.

The market of cyber monitoring tools is proving to be rather mature and proli�c.

In particular, SIEM solutions are numerous and, for the most part, have been designed

and improved for years. Network-based Intrusion Detection System (NIDS) or Host-based

Intrusion Detection System (HIDS) type sensors and centralized logging software have also

been around for a long time, especially on IT systems. The functions of a SIEM are essential

for the detection and processing of a cyber event. Its role is to collect information, to

aggregate it, to standardize it, to correlate it, to o�er dashboard and alert capacities, to

archive and to be able to replay events. However, these multitasking tools have limitations.

Among these, Miloslavskaya [Mil19] underlines the di�culties of SIEM to work on a large

scale of heterogeneous and geographically distributed systems, the di�culties of detection

in the midst of multiple false positives and the consequent mass of data. The delays in

detecting and processing alerts are often incompatible with the dazzling nature of a cyber

attack. To �ll these gaps, Cardenaet al suggest the use of mass data processing technologies

[Car13].

Figure III.2: Limitations of the use of classic SIEMs in the maritime context and possible
solutions (source: personal work).

The �gure III.2 models the current limitations of SIEM which can make their use
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di�cult in contexts such as the maritime sector, under aspects related to the volume of

data (incompatible with the maritime environment), to architecture (lack of consideration

of environmental constraints) and assessment of the situation (the tool in itself does not

allow us to appreciate what is taking place). Faced with this problem, the possible solutions

(represented in blue in the �gure) will mainly be the subject of studies within the framework

of this thesis.

III.2 Situational awareness

During discussions carried out within the framework of our research work with SOC

operators, we identi�ed that their main di�culty is linked to the lack of overall understanding

of the information from SIEM, facing a large number of alerts and a - relative - knowledge of

the multiple systems monitored. These di�culties of perception, comprehension, projection

and resolution encountered in the context of cyber monitoring allowed us to establish a

parallel with the concept of Situational Awareness (SA).

III.2.1 General context

A situation represents the characteristic of one or more agents confronted with events,

circumstances and relations between objects (�gure III.3) [Fer97]. They must be able to

position themselves and assess the situation in order to make decisions.

The de�nitions, interpretations and applications of SA are numerous, whether the origin

is scienti�c, military or industrial [Tad10]. We have retained the de�nition III.1 which seems

to refer and which is proposed by the researcher Mica Endsley, at the origin of the concept.

De�nition III.1. Situational Awareness is the perception of elements of an environment in

a volume of time and space, the understanding of their meaning, and the projection of their

state into the near future. [End95].

SA therefore brings, in a volume of time and space, the notions of perception, under-

standing and projection into the near future of a situation, with the objective of human

decision-making with a view to action in relation to a situation.

NATO recommends the use of the term situational awareness and gives the following

de�nition III.2:
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Figure III.3: A man, as an agent, in his environment and facing a situation (source: personal
work).

De�nition III.2. Knowledge of the elements of the battlespace necessary to make decisions

based on appropriate information. [OTA17]

In France, the Ministry of the Armed Forces speaks of "situation understanding" and

gives the following de�nition (III.3):

De�nition III.3. In the areas of strategic anticipation such as the conduct of an operation,

level of understanding resulting from the identi�cation of trends and links that develop over

time, in space, between actors and aimed at making their comparison with the observed

situation. [CIC]

It is therefore a state of knowledge, in Endsley's own words, while the organizational

or technical processes of acquisition, processing and analysis are grouped together under the

term "Situation Assessment". They directly contribute to the elaboration of SA, but are

more of a processper se rather than a true cognitive objective. In a military context, the

French Ministry of the Armed Forces gives the following de�nition (III.4):

De�nition III.4. A process of logical reasoning which enables the leader to take into consid-

eration all the factors in�uencing the military situation and to arrive at a decision concerning
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the conduct to be adopted in order to accomplish his mission1.[CIC]

The process of acquiring, processing and analyzing data (Situation Assessment) is based

on two large families of data, namely that concerning our own situation (Knowledge of Us

(KU)) on the one hand, providing su�cient knowledge of one's own state (position, operating

state, etc.) and, on the other hand, gathered data relating to others (position in time and

space, knowledge, skills, intentions...), grouped together under the term of Knowledge of

Them (KT).

We can understand the state of knowledge brought by the SA in response to three

questions, of increasing complexity and level of maturity: for Situation Perception, it is

the answer to the question "What are the current facts?", for Situation Comprehension,

this is the answer to the question "What is happening?", for Situation Projection, this is the

answer to the question "What is most likely to happen if?". Endsley thus establishes a 3-level

model (Layer 1 SA, Layer 2 SA, Layer 3 SA). To the state of knowledge provided by these

layers, Mc Guinness & Foy suggest adding a fourth level, called Situation Resolution, which

aims to be aware of the resolution possibilities and therefore facilitate decision making by

answering the question "What exactly should I do?"[McG00]. This fourth level constitutes

an essentially human assessment today, which is based on processes - generally technical -

of a lower level, which can be standardized and automated and which themselves rely on

information from sensors. This decision support must also propose options for the decision

maker by having identi�ed, for each of them, the possible impacts. The desired �nal state

of the SA consists in allowing an informational (information superiority, or even information

dominance) and decisional (decision superiority) superiority in the face of a situation. The

�gure III.4 constitutes a synthesis of the whole.

Finally, it seems appropriate to note that, on complex systems of systems, the global

state of knowledge provided by the SA can be composed of several more "thematic" SAs. On

the other hand, to achieve a global understanding, Franke and Brynielsson underline that

the integration of the thematic SA into the global SA is essential [Fra14]. The global SA can

be seen as a merging of intermediate SAs. However, just as an intermediate SA is a state of

knowledge, so is the global SA. Concretely, it should make it possible, for example, to detect

a cause and e�ect relationship between the knowledge of a degraded cyber situation and

consecutive or simultaneous knowledge of a degraded situation of an access control system

or a cyber physical equipment. However, some signi�cant pitfalls remain on the subject
1In the maritime military framework, the mission could be considered as a special circumstance (for

example: projection of a combat ship on a maritime zone to accomplish a mission).
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Figure III.4: Situational Awareness elaboration modeling according to Endsley [End95],
adapted with the Situation Resolution component suggested by Mc Guinness & Foy [McG00]
(source: personal work).

of the SA merger. Indeed, without su�cient abstraction, the risk of being submerged by

the quantity of information obtained from intermediate SAs cannot be neglected because no

tendency or understanding can be detected to lighten up the understanding and therefore

knowledge. Then, the interest of a global SA lies in the existence, the richness and the

quality of the intermediate SAs: it therefore appears essential to put them in perspective.

A di�cult point for achieving the fusion of intermediate SAs lies in the fact that they do

not necessarily exist or, at best, that their compatibility is not assured. Indeed, no norm or

standard of exchange today makes it possible to integrate the various SAs and any attempt

in this direction thus requires a particularly important e�ort. To achieve this global SAs,

at the output of Endsley's model for a system, the existence of a normalization step before

the export of the intermediate SAs would be necessary. In the �rst stages of the process of

constituting the global SA (perception and comprehension), the intermediate SAs must also

be able to be correlated with each other, most probably by the through high scenarios based

on feared events, or by a more geographical approach if the events occur, for example, on

the same site, or even in the same room.

III.2.2 First application of the SA in an aviation context

Developed primarily for use in the military air context by Mica Endsley, the goal of SA is

to function e�ectively in peace and crisis time. The Head Up Display (HUD) (�gure III.5), is
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Table III.2: Examples of KU and KT data for air context SA elaboration

KU examples
Environmental values

Sensors and systems malfunction
Position, navigation, time

KT examples
Enemy RADAR detection

Enemy electronic warfare detection
Enemy missile detection

regularly suggested as the perfect example of the information that the pilot must have at his

disposal to react correctly and promptly when faced with a situation. As a real aid for in �ight

decision-making, the instrument does not replace the pilot or his environment, but interfaces

between the two. For example, in peacetime, the head-up display gives the pilot information

relating to his current and future position in space. It thus has essential information on

a surface of a few tens of square centimeters and possibly some additional screens [Foy05].

Most of the information displayed comes from physical sensors (heading, speed, altitude,

angle of attack, engine power, external pressure, etc...) and logical information (route to

follow, availability of on-board installations, etc...). All knowledge relating to one's own

environment is referred to as KU [Tad10]. The head-up display also displays information

relating to other nearby aircraft, hostile or not, and their evolution in relation to the pilot's

aircraft. Finally, for military aircraft, onboard sensors bene�t from frequent updates to

improve enemy detection capabilities using electronic warfare equipment. The detection of

an enemy aircraft or radar, the launch of a missile and their evolution in time and space can

be grouped under the term KT. Table III.2 synthesizes some examples of KU/KT data for

the elaboration of the aerial SA.

The success of the HUD led to its generalization to all modern combat aircraft (where

speed of decision-making is essential in a fast kinematic context), and more recently to com-

mercial airliners, and even to terrestrial vehicles. New functionalities have been added to the

HUD, such as the display of information from the Tra�c Collision Avoidance System (TCAS)

protocol, which assists in the prevention of the collision risk between two aircraft. The reso-

lution is achieved by ordering opposite maneuvers to the two aircraft [Kuc07]. However, the

role of man is never neglected: the pilot and the radar control centers remain responsible

for detecting aircraft in their areas of responsibility, but also for making the �nal decision.

Communication channels also exist between aircraft and control centers to allow information

sharing, and therefore the development of the �nal air SA on a larger scale using Automatic

Dependent Surveillance-Broadcast (ADS-B)2 and Aircraft Communications and Reporting

2This protocol has several similarities with AIS, including in terms of vulnerabilities to a software de�ned
radio threat [BSG+ 20].
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Figure III.5: Head Up Display of a Bombardier CRJ-900 passenger jet in long �nal at Münich
airport (source: Wikimedia Commons, unmodi�ed picture, author: Joschiki, license: CC
BY-SA 3.0).

System (ACARS).

III.2.3 Application of SA to the maritime context

A major objective of the actors of the maritime world is also to achieve the state of

knowledge provided by the SA, sometimes without being fully aware of it. Data from a ship's

sensors are generally centralized before being merged and presented to the watch o�cer at

the bridge. On recent vessels, a large number of screens are thus placed there to display

KU-type information, such as the current and projected position and kinematics (calculated

from the speed over ground, the heading, the angular velocity, drift...), orders for the engine

or �re/�ooding alarms. These multi-function screens can also display KT-type information.

It shows the position of nearby ships, for example by using AIS. Some screens also show the

fusion of KU and KT information. This is the case for the "surface SA", where the vessel's

own position is merged, on the same screen, with the AIS information from other vessels
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Table III.3: Examples of KU and KT data for maritime context SA elaboration

KU examples
Environmental values

Sensors and systems malfunction
Position, navigation, time

Sensors and actuators values
Sonar and RADAR data

KT examples
Enemy RADAR detection

Enemy electronic warfare detection
Enemy missile detection

Automatic Identi�cation System
Intelligence �ow

and other echoes. Similarly with the air context of the TCAS protocol, information from

AIS and navigation radar is of major interest in detecting the risk of collision with other

ships (Closest Point of Approach (CPA)). Identical solutions will allow the development of

the SA for autonomous surface vessels from remote centers [Por14]. Table III.3 summarizes

some examples of KU and KT data for the elaboration of the civil or military maritime SA.

As in the air context, on military vessels, the sensors and associated computing systems

on board are updated to improve the detection and identi�cation capabilities of enemy

threats. Ships can also exchange information with each other and with land-based centers,

to enable information sharing and the development of an extended or global maritime SA.

Unlike in the aviation context, the integration constraints on board a ship are generally

less, the volume available for the installation of sensors or servers being greater and the

certi�cation aspects less restrictive in most cases. This partly explains the presence of many

screens and the lesser need to merge SA in the bridge or, for the moment, the lack of

recourse to HUD or augmented reality. Apart from the standards proposed by the National

Marine Electronics Association (NMEA) [A+ 02, All], no protocol or standard exists for the

sharing of information between devices. As a result, SA is not achieved through one or

two screens and a head-up display, but often through a signi�cant amount of screens. On

recent ships, multi function screens (Multi-Functions Display (MFD)) provide a possible

transition between several visualizations which allow to obtain alternately di�erent SA, each

visualization also being able to display and carry out control/command options (orders to

the machine, opening and closing of mechanisms, acknowledgment of alarms,etc.).

On board a ship and in ports and surveillance organisations, tools such as Vessel Tra�c

Service (VTS) on land, or Electronic Chart System (ECS) and ECDIS on board allow the

perception and understanding of the maritime situation from a decision-making perspective.

[KHL + 21] Modern VTS (cf �gure III.6) and ECDIS ( cf �gure III.7) make it possible to

elaborate a maritime tactical situation by merging information obtained from various sen-

sors and databases and their display. This is also the case with combat systems (Combat
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Management System (CMS)). They replace, on the one hand, the use of a paper chart for

the follow-up of the ship's own position and its projection and, on the other hand and at

least partially, the radar screen for the monitoring of the surface situation. They also allow

a certain form of projection: estimation of the future position, (calculation of the Estimated

Time of Arrival (ETA), for example) and possibly the calculation of collision prevention

alarms (CPA). Human decision support (situation resolution) is still not very present in the

current versions, but is the subject of numerous announcements for the years to come from

the manufacturers of maritime electronics.

Figure III.6: US Coast Guards VTS operator (source: Wikimedia Commons, unmodi�ed
picture, author: US Coast Guard, license: public domain).

As previously mentioned, on a ship, several "thematic" SA can coexist, such as the

physical SA (protection of the ship), the �re SA, the maritime surface SA, the air SA or

the cyber SA, without any merge of these di�erent SA being e�ective today, mainly due to

the lack of protocol and interconnection standards, but also because the merge could make

understanding and visualization complex. A European project, SAURON, is carrying out

research on the fusion of di�erent SA for the purpose of hypervision3. As a summary, if

3https://sauronproject.eu/publication.php?id=28
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Figure III.7: Example of an ECDIS Human Machine Interface (source : Wikimedia Com-
mons, unmodi�ed picture, author: Hervé Cozanet, license : CC BY-SA 3.0).

the captain of a ship has a good vision of his immediate maritime environment and of the

coherence of the kinematics of his ship, and of the operation of his installations, he currently

has no automated merge of the di�erent SAs, nor the integration of cyber defense into its

SA.

III.2.4 Operational processes for Cyber Situational Awareness

Cyber Situational Awareness (CSA) is the application of Endsley's model to the speci�c

challenges and context of cyberspace. This variation has enabled several researchers to

propose improvements or clari�cations compared to the initial model, but which remain

largely valid also for other use cases. Thus, Barfordet al [Bar10] established that the CSA

is recognized as e�ective when seven processes are developed to lead to the state of SA.

The �rst process consists in establishing the knowledge of the current situation (situation
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perception, P1), mainly from data collected by cyber sensors. The second process is to

assess the impact of the attack on information systems and the operational processes and the

evolution of this impact if no action is decided (impact assessment, P2). In order to achieve

this, the process is based on knowledge of one's own vulnerabilities (vulnerability assessment)

and threat assessment. Often carried out in parallel with other processes, the knowledge

of the evolution of the situation over time is an essential management function (situation

tracking, P3). The aim of understanding the attacker's behavior (attacker's perception, P4)

is the process needed to determine the probable evolution of the attack (projection situation,

P7), by crossing the knowledge of the attacker (KT) with the vulnerabilities of the systems to

be defended (KU) and by determining several plausible scenarios depending on the attacker's

likely intentions, opportunities and capabilities. In order to avoid the occurrence of the event

and to seek an imputation, it also appears essential to have knowledge of the origin of the

attack (why, how) (causality assessment, P5). Finally, the quality level of the elements that

constitute the CSA (quality assessment, P6) must be continuously assessed, to ensure the

relevance of Endsley's model and the conclusions resulting from the conduct of the various

processes. This point can be considered as part of the process of perception.

The seven processes appear to be complementary: the development of a comprehensive

and quality CSA requires that they all be carried out and evaluated. A CSA in which one of

the elements is missing would become incomplete. The processes are also interdependent: a

process of approximate quality would have an impact on the quality of the others and of the

whole. Thus, the overall quality of the CSA depends on the P6 process which sets quality cri-

teria for the inputs and outputs of each process: CSA's overall quality level therefore results

from the individual quality of each process. The processes are essentially developed from

parameters or information obtained from the monitored information systems or depending

on sensor quality criteria. They can also be a function of the quality of exogenous factors.

Thus, the development of certain processes requires recourse to information from external

sources (for example, CTI). The assessment of these criteria is essentially based on humans:

while the elements can and must be acquired, transmitted, processed and displayed by the

machine, their �nal assessment (consistency, inconsistency, quality) still often appeals to

humans. Finally, as shown in III.8, maturity and complexity increase from left to right and

from bottom to top of the model: thus, it is more complex and more successful to determine

the future evolution of the situation than to detect a current threat. Decision-making is also

a complex process, as it involves both man and machine. It also does not seem conceivable

to try to establish a projection of the situation without �rst realizing it. Finally, it should

be noted that the development of the CSA is carried out by analyzing KU and KT elements
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known apriori (mapping, compromise indices, scenarios) in relation to KU and KT elements

in vivo (observables).

Figure III.8 provides a visualization of Barford's model of the constituent processes of

CSA. As part of our work, we have adapted this model with respect to [Bar10], so that the

projection process is not linked to the level of understanding, but also in the perspective of

adding two processes. Indeed, Barford's model does not incorporate [McG00] proposal to add

the situation-solving process. We therefore propose the addition of two associated processes

at this level. The �rst, anticipation resolution, aims to anticipate the resolution of a cyber

situation by writing scenarios based on best practices, but also by capitalizing on incidents

that have already occurred (playbook). The second process, resolution assessment, has the

objective of evaluating the best resolution scenario and measuring its possible impacts on

the information system and business processes. Finally, SOCs and CSIRTs are sometimes

interconnected and can exchange real-time information on incident detection and processing

using standards such as Structured Threat Information eXpression (STIX) and Trusted

Automated eXchange of Indicator Information (TAXII): sharing and merging to the higher

or inter-SOC and inter-CSIRT levels are therefore essential functions. SOCs and CSIRTs

must also report to the SA at leadership and command levels, with a consistent level of

abstraction.

The CSA concept remains an active research topic. Peng Liu thus analyzed the main

research questions associated with CSA (�gure III.9), to which we could also add those

relating to the resolution of the situation presented in the same article [Bar10]. Our work

has made it possible to contribute to these subjects, with the exception of risk and doubt

reduction, hypothesis management and machine learning.

By relying on data from sensors, the situation assessment process with a view to obtain-

ing the CSA must provide automated tools or human interactions allowing decision-making

in order to react to a (voluntary or involuntary) cyber event [Onw12]. In the cyber context,

KU information is essentially composed of real-time �ows directed to a SIEM and some-

times associated with databases (asset management or information systems vulnerability

database). KT information consists primarily of data from the CTI, either through the use

of Indicator of Compromise (IoC), or directly through the use of consumer or private detec-

tion signatures. IoCs can thus be made up of �le names or hashes, domain names, IP or

email addresses. But the CTI also provides other valuable information for the SA, such as

TTPs, which detail the habits and techniques of attacking groups. Table III.4 summarizes

some elements of KU/KT for the cyber context.




	Contents
	List of Figures
	List of Tables
	Introduction
	On maritime cybersecurity
	The strategic importance of the maritime sector in France
	The maritime world
	The French civil maritime sector
	The French military maritime sector

	The digital transformation of the maritime world
	The "marétique"
	Onboard maritime information systems
	Ports and offshore installations information systems
	The peculiarities of MISs
	The future of MISs

	Cyber security of Maritime Information Systems
	Cyber security and maritime environment: definitions
	Inventory of MISs vulnerabilities
	Exploitation of MISs vulnerabilities for offensive purposes
	Sources of threats, cyber risks for MISs

	Conclusion

	Maritime Cyber Situational Awareness: definition, model and contribution to maritime cyber security
	Cyber monitoring of MISs: the problem
	Contributions of cyber monitoring to the difficulties of the maritime world
	Inadequacy of classical cyber monitoring methods

	Situational awareness
	General context
	First application of the SA in an aviation context
	Application of SA to the maritime context
	Operational processes for Cyber Situational Awareness

	Modeling the Maritime Cyber Situational Awareness
	Example of state of knowledge for a proper MCSA
	Cyberattack modeling: the example of the ATT&CK model from MITRE
	MCSA abstraction levels
	MIS cyber monitoring system data flow aligned with SA operational processes

	Benefits of visualisation for the KU of MISs and MCSA
	Conclusion

	Maritime Cyber Situational Awareness: architecture, experimentation and results
	Design and experimentation of a platform prototype
	Onboard component
	"Shore" Component
	Software architecture for MCSA elaboration on the Naval Cyber Range

	Quality analysis - results
	Quality criterion Q1 - Trustworthiness
	Quality criterion Q2 - Truthfulness
	Quality criterion Q3 - Completeness
	Quality criterion Q4 - Freshness and timeliness
	Quality analysis - Conclusion

	Visualisation and mapping - results
	Dynamic risk assessment

	Application of the MCSA by domain: detection and visualisation on NMEA 0183 data, contribution to the implementation of anomaly detection by machine learning
	Context
	Description of the NMEA 0183 standard
	Vulnerabilities of the NMEA 0183 standard
	Peculiarities of the NMEA 0183 standard for anomaly detection
	Results

	Conclusion

	General conclusion and perspectives
	Problematic
	Results
	Discussion
	Perspectives
	Data
	Model
	Architecture


	Bibliography
	Appendices
	Information Technology and Operational Technology
	Generic cyber risks pour maritime information systems
	Attack modeling on an ECDIS system using MITRE frameworks.
	Visualisation of a NMEA network determinism based on a talker id-based network traffic capture.

